
Executive Summary
n �Newly established automobile companies have a better chance of 

capturing the AI-driven upside than incumbents of the industry.
n �Car-specific AI features can be sold by automotive companies, 

but the rest is already controlled by tech leaders.
n �Forays into AI require automotive companies to demonstrate 

top-down oversight of cybersecurity risks and consumer data 
protection capabilities.

Automobile Original Equipment Manufacturers (OEMs) face a challenging 
puzzle at present: how to invest responsibly for the future amidst high level 
of uncertainty. A broad set of opportunities for value creation related to 
trends such as the drivetrain transition and autonomous driving present a 
high opportunity cost for capital investments, while uncertainty regarding 
global trade and electrification add to the risk of misallocation. Recently, an 
additional piece of that puzzle has come into sharper focus: the role of AI as 
both a tool for existing operations and product to be offered to customers. 
Auto companies must now consider how this technology can aid existing 
efforts to improve safety and user experience, as well as what opportunities 
realistically exist related to AI features as standalone revenue streams.

Automobile companies have publicly embraced the idea of AI-driven revenue 
streams, but the space is already dominated by well-resourced tech leaders, for 
whom AI remains the central focus of capital expenditure and talent management 
programs. Among Auto companies themselves, there are vast differences in 
strategic approaches to AI: recently established players are thought to have a 
better chance of capturing the upside of the technological change whilst large, 
established auto manufacturing companies tend to lack agility.

McKinsey estimates that new services (in-car apps for infotainment) create 
a $250-400 billion opportunity in the future, ~10% of annual global 
auto manufacturing industry revenue. However, AI revenue potential for 
automakers depends on (1) the set-up of consumer channel ecosystem, (2) 
consumer preferences and perhaps most importantly and (3) automakers, 
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ability to demonstrate sufficient 
data security practices to gain 
consumer trust.

To capture that revenue upside, OEMs 
would need to displace tech giants 
which already own the ecosystem 
of consumer interface. For example, 
if a consumer is using certain maps 
application on their phone, PC and 
tablet, then a car is just another 
“platform” where consumers want 
to use the same application. Under 
such model, tech consumer-facing 
companies have a lot of power against 
OEMs to buy/rent the “platform” space. 
Major tech companies were quick to 
realise that and now offer all-in-one 
connectivity solution for consumer 
devices within vehicles (e.g., Apple 
CarPlay, Android Auto).

One niche that OEMs can still capture 
are car-specific features that are, by 
their nature, not provided by other 
devices. If a smart vehicle allows 
payments for parking, WiFi hotspots 
or is able to direct the car to the best 
parking option, consumers might 
be willing to pay for these features 
(McKinsey). Additionally, OEMs could 
capitalise on selling collected data to 
insurance companies or city authorities 
for planning purposes, but this comes 
with additional challenges of data 
privacy and security.

Whilst we expect automobile 
companies to remain hardware 
producers first and foremost, the appeal 
of capturing revenue associated with AI-
enabled data gathering and processing 
is expected to drive increased data 
collection. OEM’s ability to gather this 
information will be supported by the 
introduction of direct-to-consumer 
sales (currently in progress and mostly 
online) and creation of “Software-
Defined Vehicles” (SDVs, earliest 
releases in 2026). This information may 
ultimately be used internally to improve 
customer experience or to be sold to 
third parties, though unlocking material 
revenue growth through AI will likely 
require crossing wide competitive moats 
established by tech companies.

As automotive companies do explore 
AI revenue drivers, they must build 
confidence among consumers that 
data is stored and handled securely. 
OEMs are not tech companies, nor do 
they have extensive experience with 
handling personal digital data. In fact, 
a recent study by non-profit Mozilla 
Foundation concluded that all 25 car 
brands under review failed to meet 
consumer privacy tests1 and tended to 
over-collect data. Major ransomware 
attacks have already impacted OEMs 
(Toyota 2021; Kia 2021; Honda 2020) 
and many firms still need well-defined 
internal policies and associated incident 

response plans to address crises. 
The integration of AI will place more 
compliance burden on OEMs as well, as 
seen with the European Union AI Act.

OEMs seeking to manage this issue 
effectively must maintain effective top-
down oversight (establishment of Board-
level oversight/chief information security 
officer or equivalent). Cybersecurity risk 
programs should be managed according 
to recognized third party standards and 
utilize independent external security 
audits. One risk that will be difficult 
for firms to manage individually is a 
lack of suitable talent—cybersecurity 
workforces have grown to an estimated 
7.1 million employees globally, but a 28% 
vacancy rate for these positions implies 
the ability to address these threats 
may still be in question and OEMs are 
not well-positioned to compete for this 
talent compared to IT firms.2

Automakers will need to evolve their 
approaches to talent management 
and data security to help grow their 
AI capabilities. Best practices include 
a clear strategic identification of value 
capture opportunities, corresponding 
talent management, and top-down 
cybersecurity and data privacy controls 
to address an increasing risk surface. 
We believe companies that keep 
these considerations in mind are best 
positioned for long-term value creation.3

1 Source: The Guardian. Car driver data grab is a ‘privacy nightmare’, September 3, 2023. 
2 Source: BCG, “Cybersecurity Has a Talent Shortage. Here’s How to Close the Gap.” October 2, 2024
3 Sources: McKinsey  
https://www.mckinsey.com/industries/automotive-and-assembly/our-insights/how-do-consumers-perceive-in-car-connectivity-and-digital-services#/ 
https://www.mckinsey.com/industries/automotive-and-assembly/our-insights/unlocking-the-full-life-cycle-value-from-connected-car-data
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Risk Considerations
ESG ratings are relative and subjective and are not absolute standards of quality. Ratings apply only to portfolio holdings and do not 
remove the risk of loss. There is no assurance that a portfolio will achieve its investment objective. Portfolios are subject to market risk, 
which is the possibility that the market values of securities owned by the portfolio will decline and that the value of portfolio shares may 
therefore be less than what you paid for them. Market values can change daily due to economic and other events (e.g. natural disasters, 
health crises, terrorism, conflicts and social unrest) that affect markets, countries, companies or governments. It is difficult to predict the 
timing, duration, and potential adverse effects (e.g. portfolio liquidity) of events. ESG Strategies that incorporate impact investing and/or 
Environmental, Social and Governance (ESG) factors could result in relative investment performance deviating from other strategies or 
broad market benchmarks, depending on whether such sectors or investments are in or out of favor in the market. As a result, there is no 
assurance ESG strategies could result in more favorable investment performance. Fixed-income securities are subject to the ability of an 
issuer to make timely principal and interest payments (credit risk), changes in interest rates (interest rate risk), the creditworthiness of the 
issuer and general market liquidity (market risk). In a rising interest-rate environment, bond prices may fall and may result in periods of 
volatility and increased portfolio redemptions. In a declining interest-rate environment, the portfolio may generate less income. Longer-
term securities may be more sensitive to interest rate changes. Certain U.S. government securities purchased by the strategy, such as 
those issued by Fannie Mae and Freddie Mac, are not backed by the full faith and credit of the U.S. It is possible that these issuers will not 
have the funds to meet their payment obligations in the future. Public bank loans are subject to liquidity risk and the credit risks of lower-
rated securities. High-yield securities (junk bonds) are lower-rated securities that may have a higher degree of credit and liquidity risk. 
Sovereign debt securities are subject to default risk. Mortgage- and asset-backed securities are sensitive to early prepayment risk and 
a higher risk of default, and may be hard to value and difficult to sell (liquidity risk). They are also subject to credit, market and interest 
rate risks. Municipal securities are subject to early redemption risk and sensitive to tax, legislative and political changes. The currency 
market is highly volatile. Prices in these markets are influenced by, among other things, changing supply and demand for a particular 
currency; trade; fiscal, money and domestic or foreign exchange control programs and policies; and changes in domestic and foreign 
interest rates. Investments in foreign markets entail special risks such as currency, political, economic and market risks. The risks of 
investing in emerging market countries are greater than the risks generally associated with foreign investments. Derivative instruments 
may disproportionately increase losses and have a significant impact on performance. They also may be subject to counterparty, liquidity, 
valuation, and correlation and market risks. Restricted and illiquid securities may be more difficult to sell and value than publicly traded 
securities (liquidity risk). Due to the possibility that prepayments will alter the cash flows on collateralized mortgage obligations 
(CMOs), it is not possible to determine in advance their final maturity date or average life. In addition, if the collateral securing the CMOs 
or any third-party guarantees are insufficient to make payments, the portfolio could sustain a loss.

There is no guarantee that any investment strategy will work under all 
market conditions, and each investor should evaluate their ability to invest 
for the long-term, especially during periods of downturn in the market. 
A separately managed account may not be appropriate for all investors. 
Separate accounts managed according to the Strategy include a number 
of securities and will not necessarily track the performance of any 
index. Please consider the investment objectives, risks and fees of the 
Strategy carefully before investing. A minimum asset level is required. 
For important information about the investment managers, please refer 
to Form ADV Part 2. 
The views and opinions and/or analysis expressed are those of the author 
or the investment team as of the date of preparation of this material and 
are subject to change at any time without notice due to market or economic 
conditions and may not necessarily come to pass. Furthermore, the views will 
not be updated or otherwise revised to reflect information that subsequently 
becomes available or circumstances existing, or changes occurring, after the 
date of publication. The views expressed do not reflect the opinions of all 
investment personnel at Morgan Stanley Investment Management (MSIM) 
and its subsidiaries and affiliates (collectively “the Firm”), and may not be 
reflected in all the strategies and products that the Firm offers. 
Forecasts and/or estimates provided herein are subject to change and may 
not actually come to pass. Information regarding expected market returns 
and market outlooks is based on the research, analysis and opinions of 
the authors or the investment team. These conclusions are speculative in 
nature, may not come to pass and are not intended to predict the future 
performance of any specific strategy or product the Firm offers. Future 
results may differ significantly depending on factors such as changes in 
securities or financial markets or general economic conditions. 
This material has been prepared on the basis of publicly available 
information, internally developed data and other third-party sources 
believed to be reliable. However, no assurances are provided regarding the 
reliability of such information and the Firm has not sought to independently 
verify information taken from public and third-party sources. 

This material is a general communication, which is not impartial and 
all information provided has been prepared solely for informational 
and educational purposes and does not constitute an offer or a 
recommendation to buy or sell any particular security or to adopt 
any specific investment strategy. The information herein has not been 
based on a consideration of any individual investor circumstances and 
is not investment advice, nor should it be construed in any way as tax, 
accounting, legal or regulatory advice. To that end, investors should 
seek independent legal and financial advice, including advice as to tax 
consequences, before making any investment decision. 
Charts and graphs provided herein are for illustrative purposes only. Past 
performance is no guarantee of future results. 
The indexes are unmanaged and do not include any expenses, fees or sales 
charges. It is not possible to invest directly in an index. Any index referred 
to herein is the intellectual property (including registered trademarks) 
of the applicable licensor. Any product based on an index is in no way 
sponsored, endorsed, sold or promoted by the applicable licensor and it 
shall not have any liability with respect thereto. 
This material is not a product of Morgan Stanley’s Research Department 
and should not be regarded as a research material or a recommendation. 
The Firm has not authorised financial intermediaries to use and to 
distribute this material, unless such use and distribution is made in 
accordance with applicable law and regulation. Additionally, financial 
intermediaries are required to satisfy themselves that the information 
in this material is appropriate for any person to whom they provide this 
material in view of that person’s circumstances and purpose. The Firm 
shall not be liable for, and accepts no liability for, the use or misuse of this 
material by any such financial intermediary. 
This material may be translated into other languages. Where such a 
translation is made this English version remains definitive. If there are any 
discrepancies between the English version and any version of this material 
in another language, the English version shall prevail. 
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The whole or any part of this material may not be directly or indirectly 
reproduced, copied, modified, used to create a derivative work, performed, 
displayed, published, posted, licensed, framed, distributed or transmitted 
or any of its contents disclosed to third parties without the Firm’s express 
written consent. This material may not be linked to unless such hyperlink 
is for personal and non-commercial use. All information contained herein is 
proprietary and is protected under copyright and other applicable law. 

DISTRIBUTION 
This material is only intended for and will only be distributed to persons 
resident in jurisdictions where such distribution or availability would 
not be contrary to local laws or regulations. 
MSIM, the asset management division of Morgan Stanley (NYSE: 
MS), and its affiliates have arrangements in place to market each 
other’s products and services. Each MSIM affiliate is regulated as 
appropriate in the jurisdiction it operates. MSIM’s affiliates are: Eaton 
Vance Management (International) Limited, Eaton Vance Advisers 
International Ltd, Calvert Research and Management, Eaton Vance 
Management, Parametric Portfolio Associates LLC, and Atlanta Capital 
Management LLC. 
This material has been issued by any one or more of the following entities: 

EMEA 
This material is for Professional Clients/Accredited Investors only. 
In the EU, MSIM and Eaton Vance materials are issued by MSIM Fund 
Management (Ireland) Limited (“FMIL”). FMIL is regulated by the Central 
Bank of Ireland and is incorporated in Ireland as a private company limited 
by shares with company registration number 616661 and has its registered 
address at 24-26 City Quay, Dublin 2, DO2 NY19, Ireland. 
Outside the EU, MSIM materials are issued by Morgan Stanley Investment 
Management Limited (MSIM Ltd) is authorised and regulated by the 
Financial Conduct Authority. Registered in England. Registered No. 1981121. 
Registered Office: 25 Cabot Square, Canary Wharf, London E14 4QA. 
In Switzerland, MSIM materials are issued by Morgan Stanley & Co. 
International plc, London (Zurich Branch) Authorised and regulated by 
the Eidgenössische Finanzmarktaufsicht (“FINMA”). Registered Office: 
Beethovenstrasse 33, 8002 Zurich, Switzerland. 
Outside the US and EU, Eaton Vance materials are issued by Eaton Vance 
Management (International) Limited (“EVMI”) 125 Old Broad Street, 
London, EC2N 1AR, UK, which is authorised and regulated in the United 
Kingdom by the Financial Conduct Authority. 
Italy: MSIM FMIL (Milan Branch), (Sede Secondaria di Milano) Palazzo 
Serbelloni Corso Venezia, 16 20121 Milano, Italy. The Netherlands: MSIM 
FMIL (Amsterdam Branch), Rembrandt Tower, 11th Floor Amstelplein 
11096HA, Netherlands. France: MSIM FMIL (Paris Branch), 61 rue de 
Monceau 75008 Paris, France. Spain: MSIM FMIL (Madrid Branch), Calle 
Serrano 55, 28006, Madrid, Spain. Germany: MSIM FMIL (Frankfurt 
Branch), Niederlassung Deutschland, Grosse Gallusstrasse 18, 60312 
Frankfurt am Main, Germany (Gattung: Zweigniederlassung (FDI) gem. 
§ 53b KWG). Denmark: MSIM FMIL (Copenhagen Branch), Gorrissen
Federspiel, Axel Towers, Axeltorv2, 1609 Copenhagen V, Denmark.

MIDDLE EAST 
Dubai: MSIM Ltd (Representative Office, Unit Precinct 3-7th Floor-Unit 
701 and 702, Level 7, Gate Precinct Building 3, Dubai International Financial 
Centre, Dubai, 506501, United Arab Emirates. Telephone: +97 (0)14 709 7158). 
This document is distributed in the Dubai International Financial Centre by 
Morgan Stanley Investment Management Limited (Representative Office), 
an entity regulated by the Dubai Financial Services Authority (“DFSA”). It 

is intended for use by professional clients and market counterparties only. 
This document is not intended for distribution to retail clients, and retail 
clients should not act upon the information contained in this document. 
This document relates to a financial product which is not subject to 
any form of regulation or approval by the DFSA. The DFSA has no 
responsibility for reviewing or verifying any documents in connection 
with this financial product. Accordingly, the DFSA has not approved this 
document or any other associated documents nor taken any steps to verify 
the information set out in this document, and has no responsibility for it. 
The financial product to which this document relates may be illiquid and/
or subject to restrictions on its resale or transfer. Prospective purchasers 
should conduct their own due diligence on the financial product. If you 
do not understand the contents of this document, you should consult an 
authorised financial adviser. 

LATIN AMERICA (BRAZIL, CHILE COLOMBIA, MEXICO, PERU, AND URUGUAY) 
This material is for use with an institutional investor or a qualified investor 
only. All information contained herein is confidential and is for the exclusive 
use and review of the intended addressee, and may not be passed on to any 
third party. This material is provided for informational purposes only and 
does not constitute a public offering, solicitation or recommendation to 
buy or sell for any product, service, security and/or strategy. A decision to 
invest should only be made after reading the strategy documentation and 
conducting in-depth and independent due diligence. 

U.S. 

NOT FDIC INSURED. OFFER NO BANK GUARANTEE. MAY LOSE 
VALUE. NOT INSURED BY ANY FEDERAL GOVERNMENT AGENCY. 
NOT A DEPOSIT.
Hong Kong: This material is disseminated by Morgan Stanley Asia Limited 
for use in Hong Kong and shall only be made available to “professional 
investors” as defined under the Securities and Futures Ordinance of Hong 
Kong (Cap 571). The contents of this material have not been reviewed 
nor approved by any regulatory authority including the Securities and 
Futures Commission in Hong Kong. Accordingly, save where an exemption 
is available under the relevant law, this material shall not be issued, 
circulated, distributed, directed at, or made available to, the public in 
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Investment Management Company and should not be considered to be 
the subject of an invitation for subscription or purchase, whether directly 
or indirectly, to the public or any member of the public in Singapore other 
than (i) to an institutional investor under section 304 of the Securities 
and Futures Act, Chapter 289 of Singapore (“SFA”); (ii) to a “relevant 
person” (which includes an accredited investor) pursuant to section 305 
of the SFA, and such distribution is in accordance with the conditions 
specified in section 305 of the SFA; or (iii) otherwise pursuant to, and in 
accordance with the conditions of, any other applicable provision of the 
SFA. This publication has not been reviewed by the Monetary Authority 
of Singapore. Australia: This material is provided by Morgan Stanley 
Investment Management (Australia) Pty Ltd ABN 22122040037, AFSL 
No. 314182 and its affiliates and does not constitute an offer of interests. 
Morgan Stanley Investment Management (Australia) Pty Limited arranges 
for MSIM affiliates to provide financial services to Australian wholesale 
clients. Interests will only be offered in circumstances under which 
no disclosure is required under the Corporations Act 2001 (Cth) (the 
“Corporations Act”). Any offer of interests will not purport to be an offer 
of interests in circumstances under which disclosure is required under 
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